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Ilepeyennb cokpaueHui

Tepmun

Omnpenenenne

APM

ABTOMAaTH3MpPOBAaHHOE paboyee MecTo.

basza nanHbBIX

(bJ)

COBOKYHHOCTI) JAaHHBIX, OPTraHU30BaHHBIX B COOTBETCTBHUHU C KOHHCHTyaJ’H:HOfI
CXGMOI\/JI, OHI/ICI)IBaIOHIeﬁ XapPaKTCPUCTUKHU 3THX JAHHBIX U CBA3U MCKIY
COOTBCTCTBYIOIIMMH UM O6T)€KT3,MI/I, noaacplkuBaromasa 0JHy Ui HECKOJIbLKO
MpeIMETHBIX obacTe

Hoctyn Oznakomnenue ¢ uHpopmarmeit, ee o0paboTka, B YaCTHOCTHU, KOTUPOBAHHE,
uHpopmanuu MOAU(UKAIUS WM YHUUTOXKEHNE UHDOpMaLuu
(Jloctyn)
I132KO [IpoBaiinep 3apyOeKHBIX KEIE3HOA0POKHBIX ONIEPATOPOB
JInno, coTpyaHuK 3aKka3urKa WM OpraHU3alHui-areHToOB, y4aCTBYIOILIEE B
KIMOHUPOBaHUM CUCTEMBI WJIH UCTIONB3YIOIIEe Pe3yIbTaThI €€
[Tonws3oBarens Pyn P . pesy
(YHKIIMOHUPOBAHUS
11O [IporpammHOe obecrieueHne
IIK IlepcoHanbHBINA KOMIBIOTED
WuTerpanuonnas niaargopma ajs OpraHu3aluy IpoJaxx aBuabuiIeToB U
C COITYTCTBYIOIIIMX YCIIYT OpPraHU3alUsIMU areHTaMu CO BCTPOEHHBIM OMIIJTHHIOM U
nucrema 9
MOPTAJIOM CaMOOOCITYKUBAaHUS COTPYIHUKOB OpraHU3aluii areHTOB
Be6-cepBep 1 mouToBbIi IpoKcU-cepBep, padoraromuii Ha Unix-noao0HbIX
OTIEPAIIMOHHBIX CHCTeMax (TecTupoBasiachk cOopka u pabota Ha FreeBSD,
Nginx OpenBSD, Linux, Solaris, Mac OS X, AIX nu HP-UX). Hauunas ¢ Bepcuu 0.7.52
MOSIBHJIACh dKCIIEpUMEHTaNIbHAs OnHapHas coopka noa Microsoft Windows
CereBoe )XypHATHPYEMOE XPAaHWIUIIE JAHHBIX TUIA «KJIIOY - 3HAYCHHE) C
Redis OTKPBITBIM UCXOAHBIM KoJ10M. Hepensunonnas BeicokonpousBoautensuas CYB/]
(anrm. remote dictionary server)
CBobosHas cucTreMa MOHUTOPMHIA M OTCIEKHMBAHUS CTAaTyCOB Pa3HOOOPA3HBIX
Zabbix CEpBUCOB KOMITBIOTEPHON CETH, CEPBEPOB M CETEBOI'0 000PYAOBAHUS




1 IlepBuuHbIe AeiicTBUA

1.1 Crenmanucthl, HEOOXOIUMBIC 1T 00ecTiedeHUs pabOThI CHCTEMBI

MuHUMaIBHOE KOJIMYECTBO CIEIHAIMCTOB, HEOOX0IMMOE JUIsl 00eCIIeYeHHS pa0OTHI CHCTEMBI.

Jyist paboThI CUCTEMBI MUHUMAJILHO HEOOXOIUMBI:

- 1 cucTeMHBIN aIMUHUCTPATOP;

- 1 anmMuHucTparop 6a3 AaHHBIX.

CucTeMHBIHI AAMUHUCTPATOP WU AAMHUHUCTPATOP 0a3 JaHHBIX JOJIKHBI O6J'IaI[aTI> BBICOKHM

YPOBHEM KBATU(PHUKAIIUU B CIETYIOMIHNX 00JACTAX:

aJIMMHHUCTPUPOBAHUE TEXHUUECKUX CPEJICTB (CEepBEPHI, paboyne CTaHLUN);

- aIMUHHUCTPUPOBAHHE MPOTrPAMMHOIO OOECIHEeUeHHUsl OMNEepPAUOHHBIX CHUCTEM M CHCTEM
yIpaBieHus1 0a3aMH TaHHBIX;

- pa3paboTka, ympaBieHHe U peanu3anus SPPEKTUBHON TMOTUTHKA HWHOOPMAITMOHHON

0€e30MacHOCTH;

- MOJACpHHU3AIMA IIPOTPAMMHBIX U TCXHUYCCKUX CPEACTB.



2 I[eﬁCTBHﬂ CUCTEMHOI'0 AAMMHHUCTPATOPA IIPU YCTAHOBKE U HAJIAAKE CUCTEMBI

2.1 TpeboBanus K paboueMy MECTY CUCTEMHOTO aJIMUHUCTPATOPA

Pabouee MecTo CHCTEMHOTO aJIMUHHCTPATOPA:

- CTaHOApTHBIH O(HCHBIA TEPCOHAIBHBIM KOMIIBIOTEP, OCHAIIEHHBIA  Opay3epamu,
WuTepHeToM u cHaOXEeHHBI UCTOYHUKaMU OecniepeOoitHoro nutanus 220 BOJBT;

- omepanuoHHas cucreMa He Hibke Windows 7/8/10, Linux ¢ simpom 2.6/3.x;

- HaJIMYME HEMPEPBHIBHOTO TOJKIIOUEHUS Kaxaoro w3 mnoJb3oBarenbckux [IK k. ACY

nocpenctBom cetu TCP/IP, ne xyxe 256 xo6ut/c u 3agepxkoit (ping) He 60mee 50 mMcek.

2.2 TlapameTpsl MPOTrpaMMHOTO oOecTiedeHns, HeoOoxoaumMble Ut padotel ¢ AVIC

Hoctyn mnons3oBarenss K CHcCTeMe OCYLIECTBISIETCS B peXHMME TOHKOTO KIIHMEHTa,
(GYHKIIMOHHUPYIOIIETO B Pa3IMYHBIX ONEpariHoHHbIX cpeaax — Microsoft Windows, Unix (Linux), Mac
OS.

Hoctyn k Cucteme BO3MOXKEH C JIt0OOTO TEPMUHAIBHOTO YCTPONCTBA (TepMUHANIA) B PEXKUME
pEaIbHOrO BPEMEHHU.

Jlst paboThl ¢ CUCTEMBI HEOOXOUMO:

- TEPMHHAIBHOE YCTPOUCTBO (KOMIBIOTEP, CMApPT(HOH, TUIAHIIET | T.I1.);

- nocrym k cetu HTepHeT;

- ©Opayzep ¢ momnepxkkoir HTML 4.0, CSS Level 2, JavaScript 1.1. u BbIImIE, pexUMa
acUHXpoHHOTO  B3ammojerctBus  JavaScript/ XML  (XMLHttpRequest wu  T1.mm.).
ITons3oBarensckue uaTepdeiicsl CrucreMbl COBMECTUMBI ¢ Opaysepamu: Microsoft Internet
Explorer Bepcun 8.0 unu Beiie, Mozilla FireFox Bepcun 6.0 unu Beime, Google Chrome
Bepcuu 10.0 umu BhILIE;

- ceprudukar OezomacHocTH (mpu Haiaumuuu). HeoOXoIuMoCTh yCTaHOBKH, YCTaHOBKA H
BblJjauya ceprudukata O€30MaCHOCTH OMpPENENseTcs U TMPOU3BOJUTCS CHUCTEMHBIM

AIMUHUCTPATOPOM.

Ilpumeuanue:

B nacmoswuii momenm ucnonvsyemcsa xopuegou SSL cepmugpuxam, noomeepicoarouuii
BATUOHOCIb OOMEHHO20 UMEHU, NO KOMOPOMY OOCMYNHO NPULONCEHUEe Ol NOJb308aAMesi U3 cemu
Hnmepnem.

Jannvui cepmughuxam nyoauyeH, u e2o Modjicen Kmo y200H0 NOCMOMPemsv/yCmaHosums K cebe.

Ha camom oene bpaysep cam max u deraem npu nepgom oopawjenuu Ha partner.fpc.ru.



Hocmyn Kk npunodxcenuro 6vl0aémcsi no JN102UHY U NAPONIO C UCHONb308AHUEM OBOUHOL
(0gyxghakmopnoti) aymenmugpurayuu noavzogamens. AOMUHUCMPAMOP OOJJICEH GblOAmb J02UH U
napons, u 008ePeHHbIM CHOCODOOM CcO0bWuUmMb e20 Kauenmy (8 pazpese B2B).

Joctyn monb3oBareneld K (YHKIMOHAJIBHBIM CEpPBUCAM OCYIIECTBIISIETCS MO TEXHOJIOTHU
«TOHKOTO KJIMEeHTa» Ha Oa3e web-o0o03peBatens (Opaysepa) mocpenctsom APM (aBToMaTu3MpoBaHHBIX
pabounx wmect). Tun wucnomedyemoro APM u coctaB (yHKOHMA, IOCTYHNHBIX IOJB30BATEINIO,
OTIpeNIeNIeTCs B 3aBUCIMOCTH OT €ro poid. [Ipu 3ToM poiik onpenensercs: mpaBaMu MMoJIb30BaTelNeH Ha
JOCTYN K cepBucaM, (yHKUUSM H JOaHHbIM, a APM — cmoco6 mpexacraBnenuss wHbOpMaIMu U
pa3MeIeHusl yIpaBISIONINX JJIEMEHTOB, ONTHMH3UPOBAHHBIE JUII COOTBETCTBYIOMIEH KaTETOPUH

IMOJIL30BaTEIICH.
2.3 OOmmii BUI CHCTEMBI

OOmmii Buj cuctemsl ipenctasiieH Hike (Pucynok 1). S1, S2, S3, S4 — sto cepsepa.

( [Monb3oBaTtenm )

BHewHui agpec BHyTpeHHWI aapec

nginx
Centos7

Winserv2012R2 Ul
S1 S2 S3 S4
Ul Ul ul Ul
API API API API

Q Redis

l Centos7

PG
Centos7

< 3K B

Pucynok 1 — OGmuii BUT CUCTEMBI
2.4 Pa3BepThIBaHuE NpuiiokeHus B2B

CucTteMHBIN AAMUHHUCTPATOP MOJYHACT AOCTYII K CUCTEME, IMMOCJIC 3aKIIFOUCHUA TOTOBOPA MECKIAY
3akazunkoM u Mcnonautenem. Bee HOI[pO6HBIC JcTalin HeO6XO,[[I/IMO CMOTPETh B COOTBCTCTBYIOIICM

AO0TOBOPC.



2.4.1 TpeboBaHUs U MOATOTOBKA CUCTEMBI

1. Windows 2012 R2;
2. JIOMKHBI CTOATH BCE aKTyaJbHbIE OOHOBJICHHUS;

3. O0s3aTenbHO T0DKHO cTosiTh 0OHOBIIeHHE (KB3102467)

Microsoft .NET Framework 4.6.1 8 Windows Server 2012 R2 st 64-pa3psiiHbIX CHCTEM;

4. Jlnst TectoBoit cpenbl, Ha cepepe b/l B konie dawnsa postgresgl.conf HyxHO 1006aBIATH

cTpouky custom_settings.working_mode = 'test".

2.4.2 Ycranoska IIS

1. 3amyctuth macTep mo6aBieHus posei, Beiaensiem Beo-ceprep (IIS).

2 Macrep 406aBEHIs POJieV v KOMMOHEHTOB [= =[]
Buibop poneit cepsepa R

Mapeg Hauanonw padotel Bribepute ogHy waKM HECKOABKO PONiel ANA YCTEHOBKM Ha 3TOM CEpEepe.

M YCT2HOBKM Ponn Onucanue

Brifop cepeepa [ A Be6-cepsep (lIS) npegocraenser

: [[] DHCP-cepsep 7 HAAEXHYH, YNPAEAREMYHO 1
0nv cepsepa ] DNS-cepsep

MacwTabupyemyro nHpacTpyKTypy

[ Hyper-v 5e6-NpUnoKEHIi,
pBepa (IIS) [
Chyx8Bbl poneit D ﬂo;\néﬁr;ue @y;«Sbl Active Directory [
MoATBEPXAEHUE [[] Pexum Windows Server Essentials |=

[[] Cepsep npunoxeruit
[[] Cayx6ui Active Directory o6aeruentoro goctyna ¥
[[] Cayx6sl Windows Server Update Services

[[] Cayx6ei akrusaumm kopnopatusHbix AULEH3WI |

[[] Cayx6sl neuatvt u goxymetTos

[] Cayx6sl nonutuku ceu v goctyna

[[J Cayx6ul paseeproisanns Windows

[[] Cayx6si ceptudukaros Active Directory

—— - . v

<[ " ] >

| < Haszag || lanee > | YcraHosuTb

Pucynox 2 — Jlo6aBneHue posei 1 KOMIOHEHTOB

2. Haxarse nanee.



KOHEYHsIV CEPBER

Boibop koMMoHeHTOB o0

I'IepeA HaU2NOM paéOTbl BblﬁEpVITE OAVH MU HECKONbKO KOMMOHEHTOE ANA YCTaHOEKW Ha 3TOM Cepeepe.

Tvn YCT2HOBKK KomnoneHTbt Onucanue

Buibop cepeepa L S R T e R R e i (A Mnavdpopma .NET Framework 4.5
Poau cepsepa b [[] Cpeacrsa yaanenHoro agmurucTpuposara cesz‘ obecneunsaeT KOMNAEKCHYIO 1

O Cpeactso npocmotpa XPS UENEHYH MOAENE
nporpaMmMuposaHva ans beicTporo
CO3/aHWUS ¥ 3aMyCcKa NPUAOKEHIIA,
5 [[] Yaaneroe Pa3HOCTHOE OXatve NpeaHasHaYeHHbIX ANS Pa3ANYHBIX
CryxBel poneit [[] Yaanennwii nomouHmk nnatgopm, & TOM 4vce ans
HacTonbHbix 1K, cepeepos,
CMapTHOHOB, YacTHBIX W

O Ounetp Windows TIFF [Filter obueaocTynHbIX 06A34HBIX CUCTEM.

p [] ®onosas VIHTEANEKTyanbHaa cayxba nepeaadun (Bi
| Qynxumn NET Framework 3.5
4 [B] Oymkuwn NET Framework 4.5 (YcTaHosneHo 2 vs |
|
ASP.NET 4.5
b [m] Cnyx6s1 WCF (YctaHosneHo 1 us 5)
[[] Wudposarue aucka BitLocker

KOMNOHeHTL [
[] CranaaptusuposaHHoe ynpasneHue XpaHuanwan
Pons seb-cepeepa (IS)

MoaTsepxaeHue [[] Ynpaenenue rpynnosoii noautvikoii

v

<] 0 [ ]

|

| < Hasag Il [lanee > | IYCTBHOSMTbll Ormena

Pucynok 3 — Haxatsb nanee

3. Ha skpane komnoneHToB BeIaenuTh .NET 4.5.
4, Haxars naiee.

5. Jlanee yctaHOBUTh KOMIIOHEHTHI IIS kak OKa3aHO HAa CKPUHIIOTAX.

4 Beb-cepeep
4 Be3onacHoCTs
OuALTpauymA 3aNpocos -
IP-agpec v orpannyeHns JomeHa
[] Aeropusauma URL-agpeca =
[l JavigxecT-nposepKa NOANMHHOCTY
OBbi4Has NpoBEpKa NOAAMHHOCTY

] Mposepka noganrnoctn Windows

[[] Npoeepka NoanvHHOCTY € CONOCTAENEHUEM CEPTUOMKATE KIVEHTa

[[] Mposepka noanuHHOCTH ¢ conocTaEneHMem cepTudmKaTa kavenTa |1

[] Uentpanvsosanras nogaepxka SSL-ceptudmxata
4 WcnpasHocTs v AvarHocTvika

BeaeHue xypHana HTTP

[] Beaenwe xyprana ODBC

iz v
<| m [[>]

Pucynok 4 — YcraHoBka KOMIIOHEHTOB 4acTh |



Buibepute chyxbul poneit ana ycraHoeku Ana Beb-cepsep (IIS).

Cayx6bl poneit

Sy e mem e s miem e m mmmaae e— —

[[] Cxatue aunamuueckoro cogepxumoro
4 Paspabortka npunoxeHuii

[] Asp

ASP.NET 3.5

ASP.NET 4.5

[ cal

[[] Brawouerma Ha cropore cepsepa (SSI)

[] Wnnuuanusauus npunoxeruii —
|

Pacwuperus ISAP] =

Pacwmpsemocts .NET 3.5

Pacwupsemocts .NET 4.5 -

OunbTpe: ISAPI

4 [ ] FTP-cepsep

<| " [T>]

Pucynok 5 — YcTtaHoBKa KOMIOHEHTOB 4acTh 2

[] Pacwupsemocts FTP
CpeacTea ynpasneHus u
KoHconb ynpaenenus cayxbamu IS

Habopbi cuMBEONOE W cpeacTEa ynpasaedna cnyxbamn lIS 3

[[] Cayx6a ynpaenenns

b [[] ¥npaenenue coemectumoctsio c IS 6

Pucynok 6 — YcraHOBKa KOMIIOHEHTOB 4acTh 3

2.4.3 Pa3BepThIBaHUE PUIIOKEHUS

1. IIpoBeputh npaBa Ha MaNKH.



Mpeabiaywme sepcin
O6wwe | Loctyn

Wmsa obvekta: C:\Onel

pynnbl NK NONb30BaTENN:
%Ammmcmampu (APPO3\AgMuHMcTPaTOPDI) Z
% Monszosatenn (APPO3\MNonsz0BaTEmM)
*411S_IUSRS (APPO3\IS_IUSRS) -
i

< m | ]

e T
Paspewenus ans rpynnel "lIS_IUSRS"
Paspewnts 3anpemts

MonHbw gocTyn [ A |
Wsmenenune
YreHue 1 BoinonHeHue =
Crnmcok coaepxmMmoro nanku
Yrerne (=
3anuce v
Yrobbl 3343 0COBLIE PE3PELIEHMA UK

JononHuTtensHo

0K I | Omvena I | MpumernTs |

Pucynox 7 — CoiicTBa nanku 1



Mpeasiaywme sepcim
Obwme I Doctyn

Wmsa obvexTa: C:\Onel‘\lLog

[pynnbl unK Nonb30BaTENN:
%AuMuHuchaTopu (APPO3\AgmuHiucTpaTophI)
% Monszosatenn (APPO3\MNons30BaTenu)

" 1IS_IUSRS (APPO3IS_IUSRS)

[ <] n

Y100b! NSMEHUTE PE3PELLEHUA,
HaxmuTe KHonky "Wamerns".

Pazpewenus ana rpynne "1IS_IUSRS"
Pazpewnts 3anpemts

MonHbi gocTyn (A

Wamenerne

YreHue 1 BbinonHeHue

Crmncok coaepXumoro nNanku

Yrerue

3anuce

Yrobbl 330a8TE 0coBbie PASPELEHUA UnK
NapameTpbl, HEXMUTE KHOMKY

Pucynox 8 — CpoiicTBa nanku 2

2. OtkpsITh OCHACTKY «Jlucmeruep ciyxo6 [IS»; 3. Jlo6aBuTH caiit;

®aitn  Pexum  Cnpaska

Domcnosem 03 cauiThbl

@-H|Z |

@4 HauansHan cTpanuua

495 APPO3 (M\Kaliary) °“""TP"': - ¥n

----- @ Mynel npunoxeHnit Wma D Cd

. e €A Dofanlt Wakh Siba 1 oy
A{O caiim : i

b @ | @ Aobasums seS-cair... 1

v"-

QOBHoBUTE

|

@ l'lepek.mouwrbca B PEXUM NPOCMOTPE COAEPKUMOro

Pucynox 9 — Jlo6aBnenue caiira
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4. 3anojgHATH IOJIA.

WNwms caitra: Ui

®dusnyeckuii myth: C:\Onel\Production\UiRoot

[Mpussizka: Tum http, IP-aapec ykasbsiBaeM (akTHUECKUi Ha ceTeBoM ajgantope, nopt [PORT],

Wwms y3na: partner.fpc.ru im.local

Wmsa caiira: Myn npuaoxeHnis
|Ui | |ui

Katanor CoAEPXKNMOro

Dusnyeckunit NyTb:
|C:\Onelia\Production\UiRoot

I'lpoaepxa NOANMHHOCTK

Moakn. kak... TecT HacTpoeK...

Mpueaska

Tun: IP-agpec:

[http a1 /||

Wmsa yzna:
| pa rtner.fpc.rul ]

Mpumep: www.contoso.com wan marketing.contoso.com

[v] 3anycTut BeB-caiiT ceiivac

Pucynok 10 — 3anonnenue nonei

5. /Jlane Hy>XHO 100aBUTh B CAalT MPHUIIOKEHHS.

IIpunoxenus nBa:

- B2B;

- Backoffice.

11



6.

Hazsanue caitta: Ui

MyTe: /

Mcesgonum: [Myn npunoxeHnii:
B2b) | [ui

Mpumep: npogaxmn

Dusnyeckuit nyTe:
| C:\Onel\Production\B2b

Mpoeepka nognuHHOCTH

Moakn. kak... TecT HacTpoek...

[] Brnrounts npegsaputensHyto sarpysky

Pucynoxk 11 — JloGaBnenue B caiit mpuinoxenus B2B

Haseanue canta: Ui

MyTe: /

Mcesaornm: Myn npunoxennii:
|Backoffice] | ui
Mpumep: npogaku

Dusnyeckuil NyTe:
|C:\Onel\Production\Backofﬁce

MpoBepka NoanMHHOCT

Moakn. Kak... TecT HacTpoeK...

[] Bratounts npeasaputensHyto sarpysky

Pucynox 12 — JloGaBienue B caifiT npuiioxkenust Backoffice

JloGaBiisieM BTOpO# caifiT Api.

12



7. 3aIoJIHUTH I0JIS.
Nwms caiita: Api

dusuyeckuii myth: C:\Onel\Production\Api
[Mpussizka: Tum http, IP-aapec yka3siBaem (aktuueckuii Ha ceteByxe, mopt [PORT]; Ums

y3ua: api.partner.fpc.ru api.im.local

Wma caira: Myn npunoxerni:
| Api | |Api

Karanor cojgepxKumoro

Dusnyecknit nyTe:
|C:\Onel \Production\Api

Mpoeepka nognuHHOCTH

Moakn. kak... TecT HacTpoEK...

Mpueaska

Tun: IP-agpec:

[http v /||

Wmsa yzna:
|api.partner.fpc.rd |

Mpumep: www.contoso.com nan marketing.contoso.com

[v] 3anycTuTe BeB-caiiT celtyac

Pucynox 13 — JloGaBienue Broporo caiita Api

13



8. Jlanee HY>XHO OOABUTH B CAUT OJIHO MPHUIIOKCHHE.

[dobaeneHve NpuaoxeHUa _

HaseaHwe canta:  Api

MyTe: /
McesgoHnm: MMyn npunoxeHuit:
|Daemon| | |Api Beibparts...

Mpumep: npoaaxu

Dusnyecknit nyTe:
|C:\0ne| \Production\Daemon

Mpoeepka NoAAMHHOCTI

Moakn. Kak... TecT HacTpoek...

[ ] Brarounte npeasaputensHyto 3arpysky

oK OtmeHa

Pucynoxk 14 — JloGaBneHne NpHIOKEHUS

2.5 Hacrpoiika Redis

Redis — cereBoe KypHAIMPyeMOE XpaHHMIIHUINE JaHHBIX THIA «KIIFOY - 3HAYCHHUE» C OTKPBITHIM
HUCXOOHBIM KoJioM. Hepensauunonnas BeicokonpousBoautesbHas CYB/I.

Kondurypanus cepsuca: /etc/redis.conf

Jlor cepBuca: /var/log/redis/

Hacrpoitku OC, BeINOJTHEHHBIC 1711 KOPPEKTHOM paObOTHI cCepBuUCca:

[etc/sysctl.d/redis.conf:
net.core.somaxconn = 1024 - nacTtpoiika MaKCUMaIbHOTO KOJIMYECTBA MPOCIYIINBAEMbIX

OpTOB; vm.overcommit_memory = 1 - mpaBwio pabOTHI

overcommit.
[etc/sysconfig/grub - otkmouenue transparent hugepages (THP) (transparent_hugepage=never).

Cepsuc 1006aBJieH B aBTO3aITyCK.

2.6 Hacrpoiika Nginx

NginXx — BeO-cepBep 1 MOYTOBBII MPOKCH-cepBep, padoraromuii Ha Unix-1mo1o0HbIX
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OTICPAIlMOHHBIX cHUCTeMaXx (TecThpoBaiack cOopka u pabora Ha FreeBSD, OpenBSD, Linux, Solaris,
Mac OS X, AIX u HP-UX). Hauunas ¢ Bepcuu 0.7.52 mosiBUiIach 3KCIEPUMEHTAlbHAs OWHApHas

coopka o Microsoft Windows.

2.6.1 O0mee onucanue

CepBep nginx npeaHa3HAYCH IS TPOKCHPOBAHUS 3aIIPOCOB K caiTy partner.fpc.ru Ha 2 cepBepa
NpUIIoKeHHUH (03KEH IbI), IIPH ATOM 3aIPOChl OAJTaAHCHPYIOTCS Ha O3KeH bl 1o npuHImny Round-Robin.

Taxxe cepBep oOcmyxuBaeT caiit im.local, 17151 KoTOpOro He MpUMeHseTcs: OaTaHCUPOBKA HAarPY3KU.

2.6.2 Kondurypamus cepBuca

Kondurypanuus cepBuca npeacrasieHa aajee:

upstream backend { server

IP_APPSERVER :80;

server IP_APPSERVER :80; } - mapameTpsl 6a1aHCHPOBKH: 3aIIPOCHI OYIYT pacrpeaesisaThes 1Mo
yKa3aHHBIM cepBepaM 1o npuHiumy Round-Robin.

Brixon u3 crpost cepBepa ompenensercs MO0 HEBO3MOXXHOCTHM YCTaHOBUTH ¢ HuM TCP-
COCIMHEHHE, KPUTEPHI BBIXOA U3 CTPOs - "XOTs OBl 0JIMH 3ampoc', mocie 3Toro cepsep Ha 10 cexyHn

rmoMeyvaeTcsi Kak COOMHBIN M 3alTpOChl HAa HETO HE OTIPABIISIOTCS.

server { listen 80; server_name partner.fpc.ru

api.partner.fpc.ru; return 301

https://$host$request_uri;

} - OIIMCAHUE caiTa: B clIydac, €CJI KIIMCHT 06pamaeTc>1 I10 YKa3aHHBIM TOMCHHBIM UMCHAM Ha

80 nopt, To B oTBeT nonyuaet 301 xkox ¢ peaupekrom nHa HTTPS.

server { listen 443 ssl; server_name partner.fpc.ru api. partner.fpc.ru im.local api. im.local
IP_APPSERVER,; ssl_certificate /etc/nginx/ssl/ partner.foc _ru 2017 10 14.crt;
ssl_certificate_key /etc/nginx/ssl/ partner.fpc.key; - OTIMCaHUE caiita ¢

YKa3aHUEM CepTI/ICI)I/IKaTOB, KOTOPBIC 6YI[GM HCIIOJIB30BAaTh.

ssl_ciphers "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-
SHA384:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSAAES256-
SHA:DHE-DSS-AES256-GCM-SHA384:DHE-DSS-AES256-SHA256:DHE-DSS-AES256-

15



SHA:DHE-DSS-CAMELLIA256-SHA:ECDH-RSA-AES256-GCM-SHA384:ECDH-
ECDSAAES256-GCM-SHA384:ECDH-RSA-AES256-SHA384:ECDH-ECDSA-AES256-
SHA384:ECDH-

RSA-AES256-SHA:ECDH-ECDSA-AES256-SHA:AES256-GCM-SHA384: AES256-
SHA256: AES256-SHA:CAMELLIA256-SHA:PSK-AES256-CBC-SHA:ECDHE-RSA-
AES128GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-
SHA256:ECDHE-
ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:DHE-
DSSAES128-GCM-SHA256:DHE-DSS-AES128-SHA256:DHE-DSS-AES128-SHA:ECDHE-RSA-
DESCBC3-SHA:ECDHE-ECDSA-DES-CBC3-SHA:DHE-DSS-SEED-SHA:DHE-DSS-
CAMELLIA128-
SHA:EDH-DSS-DES-CBC3-SHA:ECDH-RSA-AES128-GCM-SHA256:ECDH-ECDSA-AES128-
GCM-SHA256:ECDH-RSA-AES128-SHA256:ECDH-ECDSA-AES128-SHA256:ECDH-
RSAAES128-SHA:ECDH-ECDSA-AES128-SHA:ECDH-RSA-DES-CBC3-SHA:ECDH-ECDSA-
DESCBC3-SHA:AES128-GCM-SHA256: AES128-SHA256: AES128-SHA:SEED-
SHA:CAMELLIA128-
SHA:DES-CBC3-SHA:IDEA-CBC-SHA:PSK-AES128-CBC-SHA:PSK-3DES-EDE-
CBCSHA:KRB5-IDEA-CBC-SHA:KRB5-DES-CBC3-SHA:KRB5-IDEA-CBC-MD5:KRB5-DES-
CBC3-
MD5:ECDHE-ECDSA-RC4-SHA:ECDH-RSA-RC4-SHA:ECDH-ECDSA-RC4-SHA:PSK-
RC4SHA:KRB5-RC4-SHA:KRB5-RC4-MD5"; - Cnncok mudpoB, cuuTarmmuxcs 0e30MacHBIMU Ha
10.2016 (Hy>KHO MEPHOAMYECCKH ITPOBEPSTH).

ssl_prefer_server_ciphers on; - npuHyauTeIbHOE KCIIOIB30BAHKE KJIMEHTAMH TOJBKO TEX
1 (poB, KOTOPHIEC OMUCAHBI BBIIIIE.

ssl_protocols TLSv1.1 TLSv1.2; - COHCOK HCIOJB3yEeMbIX MPOTOKOJIOB, CUYMTAFOIIUXCSI

6e3omacubiME Ha 10.2016 (Hy»XHO MTEpHOMYECKU TPOBEPSTH).

OTH HaCTPOUKU MOTYT BBI3BATh MPOOIJIEMbI (HEBO3MOKHOCTb COEIMHEHHSI) Ha CTOPOHE KIIMEHTOB
B T€X CIIy4asX, €CIIM y HUX OyJIeT CTOSITh CTapblil Opaysep, He MO Iep’KUBAIOIINH yKa3aHHbIE TIPOTOKOJIBI

U A QPHL.

location / {
proxy_read_timeout 1200;

proxy_connect_timeout 1200;
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proxy_pass http://backend;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr; - mpo6poc 3arooBkoB Ha 63keHx Proxy_set header

X-Forwarded-For $proxy_add_x_forwarded_for; - mpo6poc 3arosioBkos Ha

Ooken proxy_set_header X-HTTPS yes; - npo6poc 3aroioBkoB Ha

ooxen 1 access_log /var/log/nginx/upstream-access-onelya.log

upstreamlog; }

error_page 404 /404.html; location
= /40x.html {

by

error_page 500 502 503 504 /50x.html; location
= /50x.html {

k
ki

Jlst caiita im.local HacTpOWKHM aHATOTHYHBI, 32 UCKIIFOYeHHEeM SSL (TOTOMy UTO TaM €ro Her).
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3 Oonosyenune 1C UM
3.1 O6nosnenne 1C MM: BoccraHoBieHHne paboTOCIOCOOHOCTH HHTEIPALMOHHOTO MOIYJIS

Boccranosnenue paborocnocoOHocTH HHTErparuonHoro moayist (1C --> B2B). s

ob6HoBneHns 1C VUM HEoOX0IMMO COBEPIIUTH CIEAYIONINE JCHCTBUS:

1. Ilocne o6HOBNEHHS KOHpuUTyparuu 1C, He00X0IMMO BPYUHYIO H3MEHHUTD UCTIOTHIEMBIH (aiin

o0paboTunka BHeIIHUX 3anpocoB (Pucynox 15).

Hactpoiiku IIS — Caiitel (innovationmobility) — ComocraBienuss o6paborunkoB — 1C

Webservice Extension (n3mMeHuTh 3HaueHUE B rpade «crmonasemMspiid dhaim:

C:\Program Files (x86)\1cv8\HOMEP AKTY AJIbHOM KOH®UT'YPAILIH\bin\wsisapi.dll

3] LucneTuep cayx6 IS
© [ @ » WINIC » cafrei » Default Web Site » Innovativemobity »
®aitn Pexum  Cnpaska
? ConocTaBneHusa 06paboTumkos
; :{2 :VT:I:’?(’\‘;I’I‘N?E:x::Hmcrparop] 37a dyHKuma np AnAYy pecypcos (6ub ex DLL v ynpaenaemoro koaa), koTopbie 06pabaTbiBatoT ONpEAENEHHbIE TUNbI 3aNPOCOE.
: ;:y [Mynbl npunoxeHmit Crpynnuposate no: CoctosHue b
48] caiitel Vs - Myte CocTosHue Tun nyt O6paboTumk Tun 3ne
46D Default Web Site BRTIen
4-E aspnet_client 1C Web-service Extension I ¥ Brntouen He ykasbisaetca  IsapiModule JNokanshy
4-__| system_web G N
b7 2.0.50727 RSPCTatere *.asp Brarouen ®aiin IsapiModule YHacnea
S def20210 aspq-Integrated-4.0 *.aspq Brarouen He ykasbisaetca  System.Web.HttpForbiddenH... Ynacnead
I 3 Innovativemobility l aspq-I1SAPI-4.0_32bit *.aspq Brnrouen He ykasbisaetca  IsapiModule Ynacnead
i aspq-ISAPI-4.0_64bit *.aspq Brarouen He ykasbisaetca  IsapiModule Ynacnead
- A blyR eLoader-Integrated WebResource.axd BrnroueH He ykasbisaetca  System.Web.Handlers.Assem...  Ynacnead
blyR eLoader-Integrated-4.0 WebResource.axd Brnrouen He ykasbisaetca  System.Web.Handlers.Assem...  YHacnes
AXD-ISAPI-2.0 *.axd Brntouen He ykasbisaetca  IsapiModule YHacnead
AXD-ISAPI-2.0-64 *.axd T : == Sttt m
AXD-ISAPI-4.0_32bit * axd Penamposauue CONOCTaBAEHWA CUEHAPMA C NOACTaH... | *
AXD-ISAPI-4.0_64bit *.axd
cshtm-Integrated-4.0 *.cshtm Hyrsanpoce;
cshtm-ISAPI-4.0_32bit *.cshtm 0
cshtm-ISAPI-4.0_64bit *.cshtm
cshtml-Integrated-4.0 *.cshtml Wcnonnaembiit daiin:
cshtml-ISAPI-4.0_32bit *.cshtml [C\Program Files (:86)\1cv8\8.3.9.1818\bin\wsisapi.dil | El
cshtml-ISAPI-4.0_64bit *.cshtml
ExtensionlessUrlHandler-Ir d-4.0 *
ExtensionlessUrlHandler-1SAPI-4.0_32bit *
ExtensionlessUrlHandler-ISAPI-4.0_64bit 2 [1c Web-senvice Etension
HttpRemotingHandlerFactory-rem-Integrated *.rem
HttpRemotingHandlerFactory-rem-Integrated-4.0 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-2.0 *rem
HttpRemotingHandlerFactory-rem-ISAPI-2.0-64 *.rem
HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit *rem
HttpRemotingHandlerFactory-rem-ISAPI-4.0_64bit *.rem
g . oK | | OTmeHa
HttpRemotingHandlerFactory-soap-Integrated .soap
HttpRemotingHandlerFactory-soap-Integrated-4.0 *.s0ap

Pucynok 15 — aTerpaniioHHeIi MOYIIb

ITpu sKcruTyaTani MOTYT OBITh BBISIBJICHBI IIEpHOANYEcKHe o 1BucaHus ciyx0 IIS Ha cepsepe
1C "M. BoccraHoBneHue pabOTOCIOCOOHOCTH, MOCHE TAaKUX TMOJBUCAHUM, MPOUCXOIUT MYTEM

nepe3amnycka ciyxo0 IIS.
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[TpoBepka KOPPEKTHOCTH 3aITyCKa CIYXO:

1. Boiith, ucnomab3ysi CBOM WIACHTU(UKAIIMOHHBIC JaHHBIE — JIOTUH U MApOJib (3aJI0TMHUTHCS),

B 6a3zy UM uepes Opaysep.

2. TlpoBepuThb cTaTyCHhI IYJIOB NpriIokeHui (PucyHok 16).

Y ei Mynbl NPUAOXEHUI

ﬁﬁ HauaneHas crpannua

i 3racrp npocmarp " CMNCOK MYN0B NPUAOKEHMI, CYLLIECTBYIOLLINX Ha cepBepe. Kaxabii Myn NnpunokeHni ceasaH
a -»ei WIN1C (WIN1C\AgmuHmucTpatop) NpUNOXEHMii Apyr oT Apyra.
=) Mynbl npunoxeHuit
daitan OunbTpbr v W Mepeiin ~ G M sce | Crpynnup no: bes rpynnup .
4 o foault Web 'Site Wma & Cocrosnue Bepcua cp...  Pexum ynpae..  Ygoctosepenne Mpunoxenus
4 E aspnet___cllent » @.NET v2.0 Paboraer v2.0 Bcrpoentbiit ApplicationPoolld... 0
4 *I—n‘ Innovatiremobiliey ) NET v2.0 Classic PaBotaer v2.0 Knaccuueckuit  ApplicationPoolld... 0
Pk test ) NET w45 Paboraer v4.0 BcrpoenHbiit ApplicationPoolld... 0
J .NET v4.5 Classic Paboraer v4.0 Knaccuueckwit  ApplicationPoolld... 0
Classic .NET AppPool PaBoTaer v2.0 Knaccuueckunii _ApplicationPoolld... 0
AP R
I DefaultAppPool Pabotaer v4.0 p Ap ionPoolld... 3

Pucynoxk 16 — [yl npunoxeHuit

[Ipy BOBHMKHOBEHUH HEOOXOAMMOCTH 3alpPETUTh MOJB30BATENI0 iImport user 3aX0auTh B 0a3y

1C UM (Pucynok 17) cienyer AeiicTBOBAaTh B COOTBETCTBUU C PEKOMEHIALMSIMH, Ka3aHHBIMHU Jlajee.

gl Avcnetuep cayx IIS =[8] x

@ ) [B ) WNIC » coimu » Detaut Web Site » innovativemobitty » & he-

Sain  Pexan  Cnpasxa

Q-2 |8, 9 Conocrasnequs 06paboTumnkos AoGaenre yopmasiail
- Jeeiond L rop P
495 WINTC (WINIC\AsMinwcTpaTop) cuenspus.
JEJ, TN — Crpynawposams no: Cocromnme - Aotasnene conocratnenes
4 &) ol [ = My Cocroanme Tun myme Ofpaborane Tun snewse... [~ s
4 ? Sdintes :::m = . - 4 o dmptiancsi oo
+ D ionvemebiy service Extension T — He yxasmeaercs  lsapiModule Noxansrei mogynn
b et ASPClassic tap Brmouen aitn IsapModule Ynacnezoe... Vomenms...
aspa-integrated-40 ~aspq Brmosen Heyrasusaerca  System.Web HitpForbiddenH.. Yoacreacs... Mepemmenosars
a4pq-1SAPI-40 326 “aspq Brnouen He yrasieserca  lsapiModule Ynscnesce.. X Yaamare
5pa-ISAPI-40 6467 “aipq Bemosen Heyrasmeserca  IsapiModuie Ynacneaoe... [
AssemblyResourcel oader-Integrated Brwoen y System.Web Handlers Assem...  Ywacresoe... By
e e A o Bepry™ ¥ pogaTenec
AXD-ISAPI-2.0 axd Brmosen Heyxasmeaerca  IsapiModule YHacneaor... RLLT‘IZT;:'..
AXD-ISAPI-20-64 axd Benonen Heyrasweaerca  IsapiModule Ywacnexoe... OTcopTUposanH Cnco..
AXD-ISAPI-4.0_32bit axd o @ Crporaa
AXD-1SP1-40_64bit axd
CGl-exe e
Cxhtm-integreted-40 *cshtm
Cshtm-ISAPH-40_32bit *.cshtm
cshtm-1SAP1-40_64bit “.cshtm o Cumopnit
cshtmb-integrated-40 *.cshtml
Cshtmi-SAPI-40_32b¢ ~csheml B Bomamicme
‘cshtmi-ISAPI-4.0_6dbit *cshaml

teolstndis et L0 - =]

ExtensionlessUriHandler-1SAPI-4.0_32bit

ExtensionlessUrdHandier-ISAPI-4.0_64bit v [e— He yrassssercs  lsapibdodule Yusenesos...
HitpRemotingHandierFactory-rem-Integrated sem Brmosen He yxasmeaerca  System Runtime Remoting.C..  Ynacneaor...
HtpRemotingHandierFactory-rem-Integrated-4.0 “sem Brmosen Heycasusaerca  System RuntimeRemoting.C.  Ywacnesos..
HatpRematingHandierFactory-rem-ISAPI-2.0 “rem (- He yrasssaerca  lsapiModule Yusenesos...
HatpRematingHandlerFactory-rem-ISAPI-2.0-6¢ rem Brmosen He yxasweserca  IsapiModule Yracnesos...
HutpRematingHandlerFactory-rem-ISAPI-4.0_32bit sem Brmouen Heyrasueaerca  IsapiModule Yuacnesos...
HetpRemotingHandlerFactory-rem-ISAPI-4.0_64bit “rem Brmouen He yrassisaerca  lsapibodule Ynacnezoe...
HitpRemotingHandierFactory-soap-Integrated s09p Brmosen Heyxmweserca  System Runtime Remoting.C.  Ywacneaoe...
HutpRemaotingHandlesFactory-soap-Integrated-4.0 500 Brnmonen Heyrassieaerca  System RuntimeRemoting.C..  Yuacreaos...
HitpRemotingHandierfactory-soap-ISAPI-2.0 s08p Brmouen He yraswieserca  lsapiModule Ynscnezor...
HrtpRemotingHandierFactory-soap-ISAPI-2.0-54 *s09p Brmouen Heyxaweaerca  sapiModule Ynacnesor...
HtpRematingHandierFactory-soap-ISAPI-4.0_32bit *s0ap Brmoven He ycaseiaaercs  lsapiModule Ynaenesos...
HetpRemotingHandlerFactory-soap-ISAPI-4.0_64bit s0p Brmouen He yrasuesercs  lsapidodule Ynscnesor...
ISAPL-dll dl Brmoven Gaitn IsapiModule YHACNEROS...
OPTIONSVesbHandies , Brmouen He yxassieserca  ProtocolSupportModule Yuaenesor...
PageHandierfactory-Integrated aspx Brmouen He yxaseisaerca  System.Web UlPageHandlerf..  Yracreoe...
PageHandierFactory-Integrated-4.0 ~aspe Brmosen Heyrasueaerca  System.Web.UlPageHandlerF... Ynacnesoe.. S

= Npocuorp o J&

Pucynok 17 — 3anpet Ha BXoJ1 ojibp30BaTesns import_user B 6a3y 1C UM
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Jyist Toro 4TOOBI 3aNIPETUTH MOJIH30BATEIN0 import_user 3axoauTth B 6azy 1C UM HeobOxoaumo:
1. 3aiitu na Cepsep 1C.

2. Bribpars qucnieruep IIS.
3. 3arem BbeIOpath InnovativeMobility.

4. Tlocne BeIOpaTh «ComocTaBiieHHsI 00pabOTYUKOBY.

5. Jlanee, naiitu B cmcke «1C Web-service Extension».
6. BrIOparh n3MeHeHHe pa3penieHuil PyHKIHH.

7. CHATH BCe raJOyKy.

8. Tlocne BBIIEONMCAHHBIX MAaHUMYISALIUNA MOXHO TPOBOJUTH OOHOBIICHHSI KOH(QUTYpanuid u

mwiardopm 1C, nmpenBapuTenbHO CHAB OdKambl 0as.

[Ipu BbIsSBIEHMM ciyyaeB, Korja KoH@urypamus ocHoBHOW 0a3pl UM He oOHOBiseTcs, TO,
CKOpEH BCEro, 3TO CBS3aHO C HAJIMYKEM JTIOpabOTOK B Oase.

Pemenue: moaaTbesi BRIXOAAa OYEPETHOTO peir3a KOH(UTYpaIiH, TTOCIIE Yero 0OHOBIISTHCS.

3.2 TlomaroBast MHCTpYKIUs HacTpoitku web-cepsucos mist 1Cv8.3 u IIS 8.5

Jlanee mpencraBiieHa TOMIAroBasi MHCTPYKITUS HAacTpoiku web-cepBucos s 1Cv8.3 u IIS 8.5,

Windows Server 2012 R2 Standard, 1C:IIpennpustue 8.3 (8.3.4.465).

1. Vcranoka IIS BeImoONHAETCS CcTaHmApTHBIMH cpeacTBamMu. Habop I10oCTaTOUYHBIX

KOMIIOHEHT MpHUBeJIeH Ha ckpuHioTe (Pucynoxk 18).
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4 [m] Beb-cepsep (Ycranosnero 10 us 34)

VR IRbesonacHocts (YcraHosaero 1 us 9

l:/_] DunbTpauvs sanpocoe (YcranosneHo)
[[] IP-aapec v orpanmuenna gomeHa

[[] Asropusauws URL-agpeca

[[] AaiiaxecT-nposepka nogautHoCTH
[] O6wiynas NPOBEpKa NOAAVHHOCTY

| Mposepka nogaunHocTn Windows

D I'Iposepxa NOANMHHOCTW C CONOCT3ENEHMUEN

[[] Nposepka noanutrocTy ¢ conocTaeneHuel g

[J Uentpanusosansas noaaepxka SSL-ceptu
4 [W] WcnpasHocms v avarnoctuka (YctaHoenero 1
Beaenne xypxana HTTP (YcraHosneHo)
[[] Begerue xyprana ODBC
[[] Monutop sanpocos
[[] Hacrpaveaemoe segenue xypHana
[] Cpeactea sepeHua xypHana
[] Tpaccvposka
4 [H] Obwme dyrkumm HTTP (YcraHoenero 4 us 6)
AoxymenT no ymonuanuio (Ycranosnero)
OBzop katanora (YcraHoeneHo)
[V] Ownéxu HTTP (YcraHosneHo)
[Vl Crammueckoe cogepximoe (YcTanosaeHo)
[[] NMepenanpasnenue HTTP
[] NyBavkaums WebDAV
4[] NpoussogutensHocts (Ycranosnero 1 us 2)
[V] Cxatue cratwueckoro copepxumoro (Ycra
[[] Cxatne aunamuyeckoro copepkumoro
4 [H] Paspaborka npunoxenuii (YcraHoBAEHO 3 U3 |
[ Asp
[] ASP.NET 3.5
[] ASP.NET 4.5
[ cai

[[] Bkatouenua na cTopoHe cepseepa (SSI)
[] WHuuuanusauus nNpUAOXeHNA
[] Npotokon WebSocket
[V] Pacwmperus ISAPI (YcraHosneHo)
[V] Pacwwupsemocrs NET 3.5 (Ycranosnero)
[] Pacwwupsemocts .NET 4.5
12] OuneTpe: ISAPI (YcrarnosneHo)
4[] FTP-cepsep
[] Cayx6a FTP
[J Pacwupsemocts FTP
4 [m] Cpeactsa ynpasnerus (YcraHosnero 1us 7)
KoHconb ynpasnenua cayxbamu lIS (Ycrarosa
[[] Habopsi cumsonos v cpeacTea ynpaeneHns cr
[] Cayxéa ynpaenenns
4[] YnpaeneHue coemectumoctsio ¢ IS 6
[[] Merabasa cosmectumocty c lIS 6
[] WncrpymenTsi ckpuntos IS 6
[[] Koncons ynpaenenus cayxbamu 1IS 6
[] Cosmectumocte c WMI IS 6

M n R SR ~

<]

Pucynox 18 — HaGop KOMIIOHEHT
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2. Cosznatp manky Ha web-cepBepe. B npumepe namnka HassiBaeTcst «1C».

nhasHas Mogeauteca Bug
@ * 1 | . » 3toTkomnbtoTep b JlokaneHbii guck (C) b inetpub » wwwroot »
-
& Vsbpanrioe Wnma [Jata usMeHeHns Tun Pasmep
j 3arpysku J 1c 29.04.2014 14:25 Manka c painamu
E Heaaexune mecta M iis-85 15.04.2014 15:28 Pucyrok PNG 98 Kb
cy
B PaBounii cton iisstart 15.04.2014 15:28 HTML-aoKkymeHT 1KB
Ky

1% 30T KOMNBIOTEP

Pucynoxk 19 — Co3nanue manku Ha Web-cepsepe

3. OmyGmukoBath cepsuc u3 1C.

AnmunuctpupoBanue -> 1C -> Konduryparop -> AamuaucTpupoBanue -> [TyOmukarmst

Ha web-cepBepe.

' Ocrosrvie | Ony6maxosam: |
Vima: J | OmxnioumTs |
BeG-cepsep: |Intemet Information Services Rd
KaTanor: {C:\inetpub\wwwroot\h\ n | CoxpaHuTe |
(V] NMyBnukoBaTs TOHKWIA KNMEHT U BEB-KNMEHT I 3ap l
My6nukosate Web-cepauce! no ymonyaHno ol

MNyBnukosate Web-cepaucs::
‘ 7V|Mﬂ : lAmec I 3aKkpbiTs I
| Crpasxa |
[ ] My6nukosats mcTpubyvs

Pacnonoxenue nybnukyemoro amcTpubyTvea:

Wcnonszosats 3YTEHTUPUKSLMIO ONEPALMOHHON CUCTEMbI

Pucynox 20 — Ily6nukanus Ha web-cepepe
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Conepxumoe (Pucynox 21).

FhasHaa Moaenutbca Bua
@ * 1 | . » 3ror komnetotep b JlokaneHbiid guck (C:) » inetpub » wwwroot » 1c
-
.0 WsBpanroe Vima [ata usmeHeHns Tun Pasmep
g 3arpysku @ default 29.04.2014 14:25 ®aiin "VRD" 1KbB
%] Heaasrme mecta D web.config 29.04.2014 14:25 ®aiin "CONFIG" 1KB

B PaBounii cton

Pucynoxk 21 — Conepxxumoe

4. 3anath mpasa s o0padboTunka web-cepBrucos 1C (Pucynok 22).

[IpaBa Ha 3amyck (BeimonHenue) momynei mobasisrores st rpynnsl [IS ITUSRS wa manky

C:\Program Files (x86)\1cv8\8.3.4.465\bin.

[nasHas Mogenutbea Bug

@ @ * 1 |jg » 3toT komnetoTep b JlokaneHoiii guck (C:) » Program Files (x86) » 1cv8 » 8.3.4.465

-

% U Gpaiie WNma [ata usMmeHeHus Tun Pa
8 3arpysku I . bin
ﬂ HepasHue mecta | docs
B PaBounii cton | licenses Mpeasiaywme sepcum l Hactpoiika
| readme Obuuve I Doctyn | BesEpect
18 3107 KOMNBIOTED 2 readme Wms obvexta: C:\Program Files (x86)\1cv8\8.3.4.465\bin
G Cers [pynnbl Mnu NoNb30BaTENM:

% MNonszosatenn (TST1C\MonbsoBaTenu)
*411S_IUSRS (TST1C\IS_IUSRS)
2, Trustedinstaller

1< | n

Y108kl M3MEHWTE Pa3PELIEHIA,
HaxmuTe KHonky "Mamerums".

Paspewerua ana rpynner "lIS_IUSRS"

MonHbNt gocTyn

NameHerune

YteHue 1 BeinonHeHue
Crnvcok coaepxumoro nanku
Yrenme

3anuce

Y1oBbl 3303 0COOLIE PESPELIEHNA MK

NapameTpbl, HEXMUTE KHOMKY
" OononHuTensHo .

0K I I Ommena | I MpumesnTs ]

Pucynox 22 — 3aganue npas uist 06paboTunka
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5. Ecnu 6a3a ¢aiinoBas, To Hy)KHO 100aBUTh IIpaBa Ha u3MeHeHue (V3MeHeHnue) Ha manky u

MOATNANKY 0a3bl I TOU K€ TPYIIIHL.

YnpaeneHue

[nasHas Mogenutbca Bug

@ @ v 1 |':& » 37oT komnbtoTep b JlokaneHbiid guck (C:) »

B

i Ws6panroe Wma [ata nsmeHeHus Tun Pasmep
g 3arpyzku . inetpub
2l HeaasHue mecra | PerfLogs
B Pabouwii cton .. Program Files Mpensinyue sepcym
. Program Files (x86) O6uve I Docty
1% 3ot KoMNBIOTEP | templC ma oBvexkra: C:temp1C
. Windows
[pynnb! uan nons3oBaTent:
€l Cers | Monb3sosatenu

82, ApvmrmcpaToper (TST1C\AgMHmcTpaTOpS)
% Monszosatenm (TST1C\MNonszoBateny)
ﬂ 1IS_IUSRS (TST1CMIS_IUSRS)

<] n

Y106kl MSMEHUTL paspeLleHna,
HaxmMuTe KHonky "Wamernts .

Paspewenuna ana rpynne "1IS_[USRS"
Paspewnts 3anpemms

MonHbin gocTyn )

Wamererme

Yretue 1 BoinonHeHue

Crmcok coaepxumoro nanku

Yrenne

3anuce

YroBbl 33aaTe 0cobbie paspelueHna unu

NapaMeTpbl, HEXXMUTE KHOMKY
" [ononHutensHo".

0K | I Omvena | I MpumernTs I

Pucynox 23 — IlpaBa Ha u3MeHeHue

6. 3aiitu B koHCOJB IS.

7. Haxarp npaBoil KHOIIKOW MBIIIM HA CTPOKY € CO3aHHON paHee MAaIKoi.
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Pexum

Daiin Cnpaeka

€-H|7 |8

o 'ﬁ HauaneHas ctpanuua

% HayanbHaga ctpanuua TST1C

: (0] 2 v W Mepentn ~ ! [
. E TSTIC (TSTIC S WALTPbI ¥ Mepeiitn ~ G Mokasats sce |
(5} Myner npunosxeruii ASP.NET
4.8 caiitel & - P
. g — 3= o
4 O Default Web Site KQ v — a a04
[ [3 1C Fno6anuz... Komnunauyma MMapametper  [Mpasuna  Crpanuupl
[; [ BIET BICT  cnwaesucciuss agropusal..  ownbok.. 1
b g 21 Mposogruk
Pepaktuposate paspelueHus..,
&P MpeoBpasoeats & NpUNoXKeHUE
) [oBaeuTe NpUNOXKEHME. .
E_’[ [ob6asuTb BUPTYanbHbIW KaTanor...
¥npasnexune nankon %‘ﬂ ":_, !
O6HoBUTE wupoea..  Mogyam ¢
7 EOAVUMBIL...
{2 MepekntounTsea B pEXUM NPOCMOTPE COAEPRNMOTD £ e

Pucynok 24 — Beibop paHee co3JaHHON TanKu

8. IlpeoOpa3oBhIBaTh €€ B MPHIIOKECHHUE.

HaseaHue canra:

MyTe: /

McesaoHnm:

Default Web Site

Myn npunoxennii:

| |DefauftAppPool

Mpumep: npogaxm

Dusnyecknii nyTs:

| CAinetpub\wwwroot\1c,

lMpoeepka NOANMHHOCTI

Moakn. Kak...

TecT HacTpoEK...

[] Brntounte npegeaputensHyto sarpysky

Pucynox 25 — IlpeoOpa3oBaHue Manku B MPHIOKEHNE



9. JHo6aButs MIME Ttumes: 1C.

G‘; Tunbl MIME
e;' H | = l ﬁ JoBasuts...
vﬁ Havanenagcpanny 3Ta pyHKUMA NPEAHASHAYEHA ANA YNPABNEHUA CNUMCKOM PacLLMpeHnit Gainnos u c C HUMW TUNOB 0 Cnpaexa
TSTIC (TSTIC\AgMuHUCTPaT | o penwumoro, o6p BeB-cepBepom Kak cTatuyeckux Gainoe.
-} Mynel npunoxenuii
4.08] caiitel Crpynnupoeats no: Bes rpynnup =
4.6 Default Web Site Pacumpefine Tun MIME Tun 3nemenTa Al
@ 1c ders text/xml JokaneHblid a
p-E 1 lews text/xml NokansHsii
b templC 3gp video/3gpp JokaneHblii ‘
2 “l iel. L2 ol n. A

Pucynok 26 — Jlo6asiienne MIME

10. To6aBuTh HACTpO¥TKH st 00paboTku daitios 1C.

Ha Bxmagke «ComoctaBieHue oOpaOOTUYUKOBY» J00ABIsIeM CKPUNTHI (HE CKPUITHI CO

3BE3JI0YKOM) JJIs1 KAKJI0TO pacmupenus -"*. 1cws" u "*. 1crs".

Qaiin Pexum

Cnpaska

Mpumep: *.bas, wsvc.axd

Wcnonnaembiit daiin:

IC:\Program Files (x86)\1cv8\8.3.4.465\bin\wsisapi.dll

Wims:

I1C:Enterprise crs

I Orpanuyenna 3anpoca... l

e -il2 |8 ﬂ; ConoctaBneHns 06paboTunkos TioGaiwin yriasriiean
£ % Havanensn crpatiniia 31a dyHKUMA Ana pecypcos (6ub. DLLun Oro KoAg), KoTopble Zlgzgvor::::';ocrasneuue
: PEAl Y (¢ ynp 3
4 ‘i TSTIC (TST1C\AgmunmcTpar p oT onpea TUMbI 33NPOCOE.
Mynei npunosxermi JloBaenerune conocTasneHns
4.6 caiftbl Crpynnuposars no: CocTosHue X cueHapma ¢
4€) Default Web Site Wma = MyTe CocTosHue Tun nytn O6paboTumnk ex sl caonl oo S
Z B JoBaeuTe conocrasnexne
4 KAO4EH MOAYNS...
b g :c— 18 IC:EMerprfse s *ders BintoueH He ykasbisaetca  IsapiModule Vismerenue paspeweniii
b-igF temp 1CEnterprise cws “lews BrntoueH He yxasbigaetca  IsapiModule byHKUMM...
ANTIARC el d e e * VO BepHvTb K
ﬂOS&MeHHe COMOCTaB/NeHNA CUeHapuAa
MyTe 3anpoca: I ConocraeneHne I Komanas! I Aoctyn l I
*ers

YkaxuTe Heobxogumbiii gna obpaboTunka goctyn:

O Her
O Yrenue
O 3anucs

O Cuenapuii

(® BoinonHerue

[l

Pucynok 27 — Jlo6aBnenue HacTpoek aist o0padoTku daitno 1C

Hmena MoryT OBITH JTHOOBIE.

I[JISI KaKJI0Tro paCliupCHUus J0JIZKHO OBITh OTACJIBHOC ITPaBUJIO.

Orpanundenus 3anpoca -> [loctyn -> CueHapuil uiamn BeinonHenue.
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11. JInst 06paboTIMKOB HYKHO 3a7aTh JonoaHuTeNbHbIe TapameTpsl (Edit Feature Permission).

12. YcranoBuTh (hiaru 3amycka CKpUITOB U MPHIIOKEHUH.

u%) ConocrtasnexHns 06paboTumnkos

[o6asuTs ynpasnsaembiit

obpaboTynk...
37a pyHKUMA NpeaHasHa4eHa Ana ykasaHua pecypcoe (Bubaunotek DLL n ynpasnsemoro koga), koTopbie [lo6asuTe conocraeneHne
06pabaTeiBaroT ONpeseneHHbIE TUMbI 3aNPOCOE. CLEHApKA...
0BaB/IEHNE CONOCTaBNEHNA

Crpynnupogats no: CocToaHue 2 CUEHapUA C

s “ MyTe CocrosHue Tun nyti O6paboTunk it s b

B JoBasnTe conocTasneHune
ket MOZYNA...
1C:Enterprise crs *lers Bratouen He ykasbisaerca  IsapiModule Vismererue paspeLuenuii
AGEnterps [Jo6aenTs ynpaensemblii 06paboTuuk... sapiMeodule PyHKUIM...
BepHyTb K poanTENBCKUM

OPTIONS [lo6aBuTb CONOCTABNEHNE CLEHAPUA... ’rotocolSuppol n:zal\y:e'r;ar:u AT TR
rules-64- [JoBaeneHune conocTasneHna CLUEHapUA € NOACTAHOBOYHBIMM 3HAKAMW... sapiModule MpecmoTpets

rules-Inte system.Servicel OTCOPTUPOBAHHbIA CIMCOK...

[JoBaenTb CONOCTABNEHME MOAYNA. .. )

rules-ISA sapiModule @ Cnpasxa

svc-Integ Vsmenuts... jystem.Servicel

svc-ISAPI Mepenmerosats sapiModule

svc-ISAPI| X Yaanute sapiModule

TRACEVe WameHerue paspeluermnil yHKUMM. .. ’rotocolSuppol

xoml-64- BepHyTb K poaUTENbCKNM Nap3 | 2

xamkInte MpoCMOTPETE OTCOPTUPOBaHH ¢

xoml-ISA Pas

peLueHus:
StaticFile| @  Cnpasks |

[V] Yrenne
[v] Cuenapwuii

[v] Beinonwenmne

Pucynox 28 — YcTaHOBUTH (pi1aru CKpUIITOB U MPUIIOKEHUI

13. MosHo npoBepuTh Hamn4ue oopadoTunka web-ceprucoB 1C na Brinagake ISAPI and CGI

Restrictions a5s cepsepa.

Daiin

ST e'a OrpaHuueHus ISAPI v CGl

Pexum  Cnpaska

@ Moayne CGl He ycTaHoBnEH.
...... MoxHo ykasaTe
5 Havansran crpaniua 37a dyHKUMA Npear anay pactumpenuii ISAPI u CGl, koTopbie MOTYT BBINOAHATECA Ha npunoxerns CGl, kotopsie
-85 TSTIC (TSTIC\A rpat i ,
sl seb-cepeepe. paspeLLEHO 3anycKaTs,
=} Mynbl npunoxeHni g = 0AHaKO WX MOXHO Byaer
4 @_’] caifTel Fpynonp no: bes rpynnup ¢ 33NYCTUTE HE PaHBLUE, YEM
Default Web Site Onmcaritie Orpanunyenne MyTe ByAeT ycTaHoBNEH MOAYB
! 1C 1C Web-service.. Pazpeweno C:\Program Files (x86)\1cv8\8.3.4.465\bin\wsisapi.dll CGl.
3 T
b @ temp1C

JobBasute...

VsMeHnTs NapameTpel...

Pucynoxk 29 — IIpoBepka Hanmuuusi 00paboTunka
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Tak kak yctaHOBKa UAET B 64-pa3psiIHOM OKPYKCHHUH, TO Il 00pabOTUMKa HY)KHO BKIIFOYHUTH
CHEAYIOUIUN PEKUM:
[Myner npunoxenuin -> DefaultAppPool -> JlonmonnutensHble napamerpsl -> Pa3zperieHb

32-pa3psiTHbIC IPIIIOKEHUS ->TrUe.

b

[Avcnetuep cayx6 IS

|Q » TSTIC » [ynel npunoxennit

AR
©0
Qaiin

Pexum  Cnpaeka

e-H|Z |8
.45 HauansHan crpanuua
4 ‘é TST1C (TST1C\AgmuHucTpaTt
2} Mynet npunoxeHuii
(6] calitel
4 ) Default Web Site

3
b1 templC

0; Mynbl NPUAOXKEHWIA

31a CTPaHWLE NO3BOAAET NPOCMATPUEATE M MSMEHATE CNWCOK NYN0E I'IplﬂJ'lO)KeHIﬁﬁ, CYLLIECTBYHOLLIMX Ha
cepeepe. Kaxablit nyn NpuaoxeHuii cesisaH ¢ pabounm NpoLIECCOM, COAEPKUT OAHO MM HECKONBKO

npw. it u obecr W30NALMI0 NPUNOXKEHWIA APYT OT ApyTa.
DuneTpbl: ~ ¥ Nepeiiu ~ % Mokasats Bce ] Crpynnupogats no: iy
T
Wma & Cocros... Bepcwacp.. Pexumynpas.. Ygoctosepenne Mpunosxenusa
Q DefaultAppPool  Pabora.. v4.0 BcrpoenHbiit

ApplicationPoolld... 3

4 (O6wwe) (A ]
Bepcua cpeael CLR .NET v4.0
[Anura ouepean 1000
DefaultAppPool

Paspewwenbl 32-paspagHeie npn. True
OnDemand
Pexum ynpaensemoro koHeeite Integrated

Pexum 3anycka

1S

3awura ot yacTbix cboes

Brntouen True
Wntepsan cboes (8 muHyTax) 5
Wcnonxaembiii daiin npu sasep
Makcumym cboes 5
MapameTpe! ucnonxaemoro dai

Tun oteeta "Cnyxba HegocTynH HttpLevel

[; [o6asuTe Myn NPUACKEHNH...
OnpeaenuTe 3Ha4eHNA No
YMOAYEHWIO ANA nNyna
NPUACKEHMNIA. ..

3apaum nyna npuaoXKeHnn
3anycTus

OcraHosute

wev

Mepesanyck...

n nyn np
OcHoBHbIE HACTPOKY...

Mepesanyck...
JononHutensHble
Napamerpbl...

Mepenmerosats
X Ypanute
MpocmMoTpeTs NpunoKeHNa

0 Cnpaska

Pucynok 30 — 3menenue pexxuma ajst oopadotunka 14.

3arem oOpaTuThCs o aapecy http://localhost/1C/.
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ailw hittp://192.168.2.167/1C/ru/ P~ % |d
X Hait: Windows Hazag [Janee [ Mapametper v
1C:MPEANPUSATUE 8.3 -l&
© Q00 «1Cx», 1996—2013
(——) (E—) ) ( ) ( ) ( ) ( ) ( ) ( ) ( )

Pucynoxk 31 — OGpamenue no aapecy

B cnyuae anoHnMHO ayrenTHduKkanuu Ha IS n noctyne k 6a3e ciexyer:

14. HacTpouTh 1OCTYII C UCHOJIb30BAHNEM aBTOMATHUECKHU co3aBaeMoro nojb3oBatesns [USR.
15. BaxxHO TIpOBEpUTH, YTO AHOHWUMHAS IPOBEPKa IOTMHHOCTH BKIIIOYEHA KaK B KOPHE

cepBepa, TaK U Ha CauTe.

[ 9 » TSTIC » coimer » DefaultWebSite » 1C »

Qaiin  Pexum  Cnpaeka

Qa’ H |!| Iﬁ [Eiq npOBepKa I Ly e Cnpaska

€5 Hauanenan crpanuua
4 Qﬁ TST1C (TST1C\AgmuHucTpaTs
“[2) Mynbl npunoxenmii Vs
TS Anol
4.[&] caiitel
4.€) Default Web Site Onuuereopenne ASP.NET OrknroueH
b 1C
‘.’"L_j 1c_
[ 3 temp1C

Crpynnup no: bes rpy HUA

P

* Cocrostue Tun oTeeta

Brnrouen

P P Al

Pucynox 32 — Hactpoiika 1octymna npu aHoMajlbHON ayTeHTH(PHUKAIUN
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4 3KCHJIyaTaIII/IH, TEXHHYECCKOC oﬁcnymnBaHne, PEMOHT U XpPAaHCHHE KOMIIOHEHTOB

CUCTEMBbI

CrnenuanbHOTO periiaMeHTHOro o0cykuBanusi CucreMsl He TpeOyerT.

KoHTpons Haj HMCMONB3yeMbIM JHCKOBBIM HpocTpaHcTBOM bBJI ocymiecTBisieTcsi mTaTHBIMU
CpeAcTBaMU aIMUHHUCTpHUpOBaHus Linux, Takum Kak logrotate.

Logrotate - mpunoxenue, pa3zpaboTaHHOE sl OOJIETYCHHUS YIPABJICHUS JOT-(aimamu.
YTunuTa mo3BoJsSeT B aBTOMAaTHYECKOM PEKUME apXHUBHUPOBATh, YIANSATh, OUMIIATH U OTIPABIATH HA
email or-gaiiel. ITOT mporecc 0OBIYHO Ha3bIBAaETCs poTanuen jor ¢ainoB. Logrotate MoxkeT ObITh
HACTPOCH Ha €XKEITHEBHYIO, ©KCHECIbHYIO WA €KEMECTIHYIO POTAIHIO.

KOHTpOJ‘IB HaIa HpI/IJ'IO)KeHI/IeM OcyHIeCTBJ'ISIeTCSI INTAaTHBIMHX CpGZ[CTBaMI/I aJIMI/IHI/ICTpI/II)OBaHI/ISI
Windows.

KonTtpons 3a usmenenuem b/l ocymiecTBiasieT aIMUHUCTPATOP Oa3bl TAHHBIX C IOMOIIh CHCTEMBI

MOHHUTOpHHTa Zabbix, HCTIONB3Ys CIAEAYIOUINE IarMHbI:

- pgbadger (1M03BOJISIET OCYIIECTBIIACT aHATUTUKY 10 BJ);
- mamonsu (ITO3BOJISIET OCYIIECTBIATh MOHUTOPHUHT BJ]);

- powa (To3BoJsieT COOMpaTh CTATUCTUKY M CTPOUTH IO HE aHAJIUTHKY).

Zabbix — cBoOomHas cucTeMa MOHHUTOPMHTA M OTCIICKHMBAHHS CTAaTyCOB Pa3HOOOpPa3HBIX

CEpBHCOB KOMITBIOTEPHOMN CETH, CEPBEPOB U CETEBOTO 00OPYI0BAHUS.

5 JleiicTBUsI NIPpH BO3HMKHOBEHHH OIIHOOK M HEMOJIAT0K

B CJIyda€ BO3HHUKHOBCHUS 000 KpHTI/I‘IeCKOﬁ OI_HI/I6KI/I, Inpu HCIOJIb30BAHUU CHCTCMBEI,

TpedyeTcs:

- BBCCTHU CUCTCMY B aBapHﬁHBIﬁ PEKUM;

— CBA3aThCA C pa3pa6OT‘{I/IKOM.

KpHTquCKOﬁ omuoOkoir B CHcTeMe SBISETCS JH00as HEBO3MOXXHOCTh HCIIOJIb30BaHUS

OCHOBHOT'O (pyHKIIMOHAJIA.
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